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Overview

FAIRLite is an Excel application designed to enable simple and effective quantitative analysis of risk 
scenarios using the Factor Analysis of Information risk (FAIR) framework.  Developed by a former CISO 
who understands the need for efficient and practical tools, FAIRLite is simple to use and yet flexible 
enough to perform powerful analyses on complex scenarios.

How it works

Most of the data available in information security scenarios have a significant amount of uncertainty in 
them.  As a result, it’s critical for a risk analysis application to provide a credible means of accepting and 
analyzing uncertain input, and providing results that accurately reflect the level of uncertainty so that 
management can make well-informed decisions.  

To this end, FAIRLite leverages a widely used commercial monte carlo function specifically designed to 
analyze uncertain input data.  Analysis results are then represented in both graphical and table forms that 
inform management of the most likely outcomes while also accurately reflecting the degree of uncertainty 
associated with the analysis and the potential for “tail events”.

Use-cases

FAIRLite is primarily intended for use in analyzing discrete risk issues -- i.e., those risk issues that are 
distilled to a single scenario.  Examples of where FAIRLite shines include, but aren’t limited to, questions 
regarding:

• Risk issue prioritization
• How much risk a policy exception represents
• How much risk one or more security or audit findings represent
• How much more or less risk will result from making changes to specific controls (cost-benefit 

analyses and business case development)

The results from discrete analyses performed in FAIRLite can also be put together to provide stakeholders 
with the opportunity to make informed comparisons and decisions.

Application components and example analysis

The following pages provide screen shots of each spreadsheet tab within a completed FAIRLite analysis.
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Scenario Profile

Clearly defining the scenario under analysis is the first critical step toward getting good results.  Scenarios 
that are clearly defined also tend to make data gathering and estimation much easier.  The rule of thumb is 
that the more time spent on scenario definition, the less time required to perform the analysis overall. 
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Analysis Input

This page of the application is where data are entered for analysis.  For each variable, the analyst enters 
minimum, most likely (mode), and maximum values that describe the estimate as a distribution. 
Minimum and Maximum values are estimated to 90% confidence using calibration methods taught during 
training.  The Curve Shape value allows the analyst to describe the level of confidence in their Most 
Likely estimate by making the curve more or less peaked, as appropriate.
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Input Rationale

This page is where the analyst documents the sources of data, as well as any assumptions and rationale 
behind the data entered in the Input page.  Documenting this information is essential to substantiate the 
basis for analysis results.  This also enables easy reference and explanation of the data at a later date.
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Analysis Results

Analysis results are displayed using multiple charts and tables so that the information can be conveyed to 
decision-makers in the way that is most useful to them.  Information from this page can easily be added to 
a written report that would normally include the analyst’s interpretation and explanation of the results.
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Example report section

The following excerpt from a report demonstrates how analyses performed using FAIRLite can be used to 
measure and prioritize risk issues.  It also provides an example of how FAIRLite can be used to analyze 
and compare a wide variety of different risk scenario types.
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